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DETAILED ACTION 



1. Claims 1-13 are pending in the application. 

Claim Objections 

2. Claims 1, 2, 9, and 10 are objected to because of the following informalities: 
There is incorrect grammar within the claims. 

■ Considering Claim 1, the examiner will treat line 1: "inserting an 
information" as "inserting information", line 4: "converting an analog audio 
data" as "converting analog audio data", line 5: "into a digital audio data" 
as into digital audio data." 

■ Considering Claim 2, the examiner will treat lines 2-3: "inserting an 
information" as "inserting information." 

■ Considering Claim 9, the examiner will treat line 1 : "inserting an 
information" as "inserting information", line 3: "converting an analog audio 
data" as "converting analog audio data", lines 3-4: "into a digital audio 
data" as into digital audio data." 

■ Considering Claim 10, the examiner will treat line 2: "inserting an 
information" as "inserting information." 

Appropriate correction is required. 
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Claim Rejections - 35 USC § 101 



3. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

4. Claim 6 is rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. The claim lends itself to functional descriptive 
material. An apparatus with a software program does not fall into the realm of a 
computer readable medium containing a software program, which produces a tangible 
result and is therefore non-statutory. See MPEP 2106.01 . 



Claim Rejections - 35 USC § 102 

5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 



6. Claims 1, 4, 9, and 12 are rejected under 35 U.S.C. 102(b) as being anticipated 
by Terui et al. (US 5,713,813), herein after "Terui." 
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7. Considering Claim 1, Terui discloses inserting information for preventing forgery 
or alteration of audio data into the audio data which is stored in DVR (Digital 
Voice Recorder) (column 6 lines 55-65, Fig. 1- item 7), said DVR comprises an 
audio data input unit (Fig. 1- item 1), A/D converter converting analog audio data 
from said audio data input unit into digital audio data (Fig. 1- item 3), and a data 
storage unit storing said digital audio data (Fig. 1- item 8 and item 11), wherein 
said forgery or alteration prevention apparatus receives said digital audio data 
from said A/D converter (column 6 lines 55-65, Fig. 1- item 7, Fig. 5), and inserts 
said information for preventing forgery or alteration into said digital audio data 
before storing said digital audio data in said data storage unit (column 6 lines 55- 
65, Fig. 1- item 7). 

8. Considering Claim 9, Terui discloses (a) receiving said digital audio data from 
A/D converter (column 6 lines 55-65, Fig. 1- item 7, Fig. 5); (b) inserting said 
information for preventing forgery or alteration into said digital audio data in real 
time (column 6 lines 55-65, Fig. 1- item 7); and (c) storing said digital audio data 
into which said information for preventing forgery or alteration is inserted in said 
data storage unit (column 6 lines 55-65, Fig. 1- item 7). 

9. Considering Claims 4 and 12, Terui discloses the insertion of said information 
for preventing forgery or alteration is carried out by encrypting said digital audio 
data by predetermined encryption key (column 6 lines 55-65, Fig. 1- item 7). 
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10. Considering Claim 6, Terui discloses apparatus is implemented within the digital 
voice recorder in the form of general PCB board, DSP chipboard, FPGA (Flexible 
Program Gate Array) board, ASIC (Application Specific Integrated Circuit) board, ' 
or software programs. 

It is inherent that the circuitry for the digital voice recorder would be in the form of 
general PCB board, DSP chip board, FPGA (Flexible Program Gate Array) 
board, ASIC (Application Specific Integrated Circuit) board, or software 
programs. 

Claim Rejections - 35 USC § 103 

11. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

12. Claims 2, 5, 10 and 13 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Terui in view of Kaplan (US 2002/0023220), herein after "Kaplan". 

13. Considering Claim 2, Terui discloses a system for receiving a digital audio data 
stored in DVR (column 6 lines 55-65, Fig. 1- item 7), a forgery or alteration 
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prevention apparatus for inserting information for preventing forgery or alteration 
of said digital audio data (column 6 lines 55-65, Fig. 1- item 7, Fig. 5) 
Terui does not disclose storing said digital audio data in PC; and wherein said 
forgery or alteration prevention apparatus is provided in said PC, and inserts said 
information for preventing forgery or alteration into said digital audio data before 
storing said digital audio data in a data storage unit in said PC. 
Kaplan does disclose storing said digital audio data in PC ([0063] lines 13-20, 
[0075] lines 5-8); and wherein said forgery or alteration prevention apparatus is 
provided in said PC ([0063] lines 13-20, [0075] lines 5-8, [0064]), and inserts said 
information for preventing forgery or alteration into said digital audio data before 
storing said digital audio data in a data storage unit in said PC ([0063] lines 13- 
20, [0075] lines 5-8, [0064]). 

Therefore, it would have been obvious to one of ordinary skill in the art at 
the time the invention was made to modify Terui by the forgery and alteration 
prevention apparatus and storage provided in the PC as taught by Kaplan in 
order to be able to accommodate the audio and/or video files that may be also 
generated from a computer system (Kaplan- [0063] lines 19-20). 



14. Considering Claim 10, Terui discloses (a) receiving said digital audio data stored 
in said DVR (column 6 lines 55-65, Fig. 1- item 7, Fig. 5); (b) inserting said 
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information for preventing forgery or alteration into said digital audio data in real 
time (column 6 lines 55-65, Fig. 1- item 7). 

Terui does not disclose storing said digital audio data into which said information 
for preventing forgery or alteration is inserted in said PC. 
Kaplan does disclose storing said digital audio data into which said information 
for preventing forgery or alteration is inserted in said PC ([0063] lines 13-20, 
[0075] lines 5-8, [0064]). 

Therefore, it would have been obvious to one of ordinary skill in the art at 
the time the invention was made to modify Terui by the storage for the digital 
audio is provided in the PC as taught by Kaplan in order to be able to 
accommodate the audio and/or video files that may be also generated from a 
computer system (Kaplan- [0063] lines 19-20). 

15. Considering Claims 5 and 13, Terui does not disclose the insertion of said 
information for preventing forgery or alteration is carried out by inserting hash 
value of said digital audio data into said digital audio data, and the confirmation 
of whether said stored digital audio data has been forged or altered is carried out 
by confirming whether the hash value newly obtained by applying said stored 
digital audio data to a hash function used for obtaining said hash value is 
identical to the hash value inserted in said stored digital audio data. 
Kaplan does disclose the insertion of said information for preventing forgery or 
alteration is carried out by inserting hash value of said digital audio data into said 
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digital audio data ([0064]-[0065] lines 1-7), and the confirmation of whether said 
stored digital audio data has been forged or altered is carried out by confirming 
whether the hash value newly obtained by applying said stored digital audio data 
to a hash function used for obtaining said hash value is identical to the hash 
value inserted in said stored digital audio data ([0066] lines 1-10). 

Therefore, it would have been obvious to one of ordinary skill in the art at 
the time the invention was made to modify Terui by the hashing unit as taught by 
Kaplan in order to provide a digital fingerprint where it is very difficult and 
probably impossible to construct a counterfeit digital fingerprint that when passed 
through the same cryptographic hash function would yield the exact same digital 
fingerprint produced from the authentic digital fingerprint and the same 
cryptographic hash function (Kaplan- [0066] lines 1-4). 

16. Claims 3, 7, 8 and 11 are rejected under 35 U.S:C. 103(a) as being 
unpatentable over Terui in view of Hayashi et al. (EP 0 933 920 A2), herein after 
"Hayashi". 

1 7. Considering Claims 3 and 1 1 , Terui does not disclose the insertion of said 
information for preventing forgery or alteration is carried out by embedding 
watermark into said digital audio data, and the confirmation of whether said 
stored digital audio data has been forged or altered is carried out by detecting 
said watermark. 
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Hayashi does disclose the insertion of said information for preventing forgery or 
alteration is carried out by embedding watermark into said digital audio data 
([0010], Fig. 10- item 1004, [0089], [0090]), and the confirmation of whether said 
stored digital audio data has been forged or altered is carried out by detecting 
said watermark (it is inherent that after embedding a watermark into digital audio 
data, to detect said watermark in order to sure data integrity). 

Therefore, it would have been obvious to one of ordinary skill in the art at 
the time the invention was made to modify Terui by the watermarking of the 
audio input data as taught by Hayashi in order to in order to ensure that audio or 
an image is authentic and has not been altered. Watermarks serve as a way to 
protect copyrights on multimedia data (Hayashi- [0007]). 

1 8. Considering Claim 7, Terui does not disclose watermark is one of robust 

watermark or semi-fragile watermark, and the embedment of said watermark is 

carried out before the compression of said digital audio data. 

Hayashi does disclose watermark is one of robust watermark or semi-fragile 

watermark, and the embedment of said watermark is carried out before the 

compression of said digital audio data ([0015], [0090]-[0092], [0120], Fig 10- item 

1003-1005). 

Therefore, it would have been obvious to one of ordinary skill in the art at 
the time the invention was made to modify Terui by the watermarking of the 
audio input data as taught by Hayashi in order to in order to ensure that audio or 
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an image is authentic and has not been altered. Watermarks serve as a way to 
protect copyrights on multimedia data (Hayashi- [0007]). Whether to embed 
digital watermark information in input image data after it is compressed or to 
compress the data after digital watermark is embedded in it can be selected 
(Hayashi- [0120] lines 1-3). This allows proper image processing in consideration 
of the compatibility between the digital watermark information embedding 
scheme and the compression scheme (Hayashi- [0120] lines 3-4). 

3. Considering Claim 8, Terui does not disclose watermark is fragile watermark; 
and the embedment of said watermark is carried out after the compression of 
said digital audio data. 

Hayashi does disclose watermark is fragile watermark; and the embedment of 
said watermark is carried out after the compression of said digital audio data 
([0015], [0090]-[0092], [0120], Fig 10- item 1003-1005). 

Therefore, it would have been obvious to one of ordinary skill in the art at 
the time the invention was made to modify Terui by the watermarking of the 
audio input data as taught by Hayashi in order to in order to ensure that audio or 
an image is authentic and has not been altered. Watermarks serve as a way to 
protect copyrights on multimedia data (Hayashi- [0007]). Whether to embed 
digital watermark information in input image data after it is compressed or to 
compress the data after digital watermark is embedded in it can be selected 
(Hayashi- [0120] lines 1-3). This allows proper image processing in consideration 
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of the compatibility between the digital watermark information embedding 
scheme and the compression scheme (Hayashi- [0120] lines 3-4). 

Conclusion 

1 . The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

■ US 6,275,599 - watermarking before and after image compression. 

■ US 6,21 2,097 - digital audio recorder with encryption. 

30. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Randal D. Moran whose telephone number is 571-270- 
1255. The examiner can normally be reached on M-F: 7:30-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nabil El-Hady can be reached on 571-272-3963. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Randal D. Moran 




